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Trezor and SmartCash — A quick start guide
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1.2 |Mar07,2019 | @hoangton#6301 | Update version of Treror and Electrum SmartCash

Introduction

This guide aims at setting up a SmartCash electrum wallet with Trezor support on Windows, protecting
your Smart by one of the most secure hardware wallets available. When using Trezor as your key
storage attached to your computer via USB, your private keys for SmartCash never leave the
hardware device; all transactions are sent to and cryptographically signed inside the Trezor hardware.

In addition, all Trezor models have a small display and buttons that provide additional security when
logging-in via PIN or signing transactions, as certain actions have to be confirmed on the hardware
itself, which can be considered authentic and original.

This guide assumes you have installed your Trezor following the steps laid out in the Getting started
of the Trezor manual https://wiki.trezor.io/User_manual .

Trezor Hardware

Using SmartCash with Trezor requires at least firmware 1.8.0 and Trezor-bridge driver 2.0.25 to be
installed on your Windows system. Details about the Trezor-bridge can be obtained by visiting:
https://wallet.trezor.io/#/bridge . It will show you the version installed on your system:

Trezor  Wallt Wiki Blog  Support @ English

Trezor Bridge. [ o=

Windows Al ® Download latest Bridge 2.0.25

Learn more abourt latest version in Changelog

If the Trezor-bridge is older than 2.0.25 you will need to install the latest version available for download
— just click on the download link provided and install on your system.
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Once you made sure you are running the latest version of the Trezor-bridge, check the firmware
installed on your Trezor hardware. Connect your Trezor via USB to the computer, go to:
https://wallet.trezor.io/#/bridge on Google Chrome or Mozilla Firefox, log into your device using the
pin, select your device on the left and click on the Advanced tab:

ﬁTREZOR TREZOR  Wallet Wiki Blog  Support

Bitcoin (BTC) Basic Homescreen Advanced
XXX Trezor PN .
Connected device - Advanced settings

Account #1 Firmware 1.8.0
0.00 BTC | 0,00 $ i
version
Passphrase Passphrase encryption adds an extra custom word to your
recovery seed. This allows you to access new wallets, each
+ Add legac

hidden behind a particular passphrase. Your old accounts
will be accessible with an empty passphrase.

¢ Wallet settings If you forget your passphrase, your wallet is lost for good.
There is no way to recover your funds.

If the firmware is older than 1.8.0, you need to update your Trezor. To do this on a Trezor One, hold

down both buttons while connecting it to the USB port of your computer and navigate to:
https://wallet.trezor.io :

Firmware update

For full

This will lead you through the Firmware upgrade process. As stated on the Trezor website, make sure
you have the recovery seed (24 words), in case something goes wrong. Usually all data on the Trezor
is contained and you can immediately continue to use your device after update though.

Firmware update

I have recovery seed with me

For full functionality and security, we recommend My Trezor is empty.
you keep your Trezor updated. Show changelog

For more informatien about the update process,
please visit the user manual,

On some systems your Trezor may not be recognized after the Firmware upgrade. In that case
simply re-install the Trezor-bridge after upgrading the Firmware.
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Electrum Wallet

Once your Trezor is up-to-date it’s time to install the actual wallet. We will go for the portable version
of the Electrum wallet here, as that can be installed anywhere (also USB-sticks etc.) and it leaves no
traces on the system other than in the subfolder created.

At this time, Trezor support is only available in the pre-release v4.0 of the electrum wallet:
https://github.com/SmartCash/electrum-smart/releases/tag/v4.0.0RC7 Place the downloaded file in
a folder of your choice or on a USB stick and run it — all wallets and temporary files will appear in a
sub- folder named electrum-smart_data. For later removal, just delete that folder.

Upon starting the electrum wallet, you will need to navigate through the following screens:

71 Electrum-Smart - Wizard =) ] Electrum-Smart - Wizard L2 [t
Electrum wallet Create default_wallet
Walet: default_wallet [ choose... | Whatkind of wallet do you want to create?
This fle does ot exist, ©® Standard wallet
Press Next' to create this wallet, o choose another file. ) it prats vkt
") Import SmartCash addresses or private keys
[ Cancel Next [ cancel Next

Provide a name for the wallet, hit next, keep Standard wallet selected and hit next again.

T Electrum-Smart - Wizard (B &1 Electrum-Smart - Wizard D [t
Keystore | @ ‘ Hardware Keystore
@ Do you want to create a new seed, or to restore a wallet using an existing seed? Select a device:
) Create a new seed @ XXX Trezor [trezor, initialized]
) 1already have a seed
Back Next ‘ Back Next
With the Trezor connected, select Use a hardware device, next and next again.
= l @ - [ 53 Elecoum-Smart - Wizard (-2 [t
1| Enter PIN : I-Z_hj
@ Derivation
Enter your current TREZOR PIN: B e i g
m/a4 /224 /0"
L Jbo2 Jo 2 |
T R | e ——r—
T
sesee .l
[ Cancel I [ OK J
Back Next

Enter your pin and confirm with OK and next when asked for the wallet derivation.
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3
] Electrum-Smart - Wizard 2 = & Electrum-SMART 40.0 - default wallet {standard] [ [ [

File Wallet View Tools Help

Setwallet fle encryption. Wikstory | # send Receive | i smartnodes | #M Addresses | = cons | B Contacts | M console
Your wallet file does not contain secrets, mostly just metadata. It also contains. B A t Bal. EUR Val 1
A your master public key that allows watching your addresses. moun alance alue |
] 2018-11-06 16:50 -0.001 999.998 -0.00

] Note: If you enable this setting, you wil need your hardware device to open
your wallet, 2018-11-06 16:47 -0.001 999.999 -0.00
2018-11-05 22:36 1000.00 15.36
W ErCpt weleL Tle 20181105 22:33
2018-11-05 21:37
2018-11-0521:34
2018-11-05 17:51
2018-11-05 17:50

Date Description

0.00 -0.77
49.989 -0.15
59.981 -0.00
59.982 0.15
49.982 0.15
2018-11-05 17:50 39.982 0.15
2018-11-05 17:50
2018-11-05 17:45
2018-11-05 17:21

29.982 0.15
19.982 0.15

9.99 0.15

. Back H Next | Balance: 999.998 SMART (15.35EUR) 1SMART~0.02 EUR % @ e'a

The following page let’s you select to encrypt your wallet. As stated in the dialogue, the wallet does
not contain any secrets (your keys are stored in the Trezor), but without encryption, the wallet can be
opened and all balances can be watched by whomever has access to your computer.

On the other hand, when selecting Encrypt wallet file, you will not be able to open your wallet without
the Trezor connected, so select whatever suits your needs here.

You can now use the electrum wallet as usual, however, whenever making an outgoing transaction,
your Trezor will ask for verification on both the screen and the hadware:

& Electrum-SMART 400 - defaultwallet [standard] [E=HEel

File Wallet View Tools Help

Hstory | # Send |  Receive | 5 Smartnodes | #M Adcresses coins | [ contacts | B console
Pay to SfépesrzPZysFVESV 2pE3gpyUxpIHUiP7 e
Description  Some payment
Amount DEEE]  SMART | 015 B [ oM. | |

Fee 0.001

Clear | [ Prevew | [ send |

@ Please check your TREZOR device

||
| [ Confirm the transaction output on your TREZOR device

| | e

Balance: 999.998 SMART (15.46 EUR) 1 SMART~0.02ELUR % @ &

.

Only after pressing the ,confirm® button on the Trezor hardware, the transaction will be signed and
transmitted to the network.

Key recovery without Trezor

Although the Trezor is a secure hardware wallet that stores the keys inside the device, it still uses a
standard bip39 word seed to generate all its keys. This said, you can use your Trezor seed, you
(hopefully) stored written on paper in a secure place, to generate a stadard electrum wallet with all
the SmartCash private keys from your Trezor.

Although this process is not recommended, you can enter your 24 word Trezor seed in the dialogue
that appears after you selected “l already have a seed” upon creating a new wallet and the software
electrum wallet will subsequently contain all your addresses and keys previously only accessible
through your Trezor.

Please note, that entering the Trezor recovery seed always poses a high security risk, as the seed
itself or the subsequently generated keys may be stolen by malicous software running on your
computer. Remember that anyone with the seed or your private keys has full access to all your funds
stored in the addresses generaed by the seed, so it is suggested to keep the seed totally offline.
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